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ABSTRACT
Privacy of the confidential online
documents is one of the major Input
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basic notion behind this concept is that the admin will create a QR code of the user and generates a unique id. The QR Code provide the link of
the document that has to be secured along with some basic information. Finally, QR code is subjected to VSS where it splits the QR code into

equal shares which are distributed among the user and admin. Due to this, admin can’t retrieve the document completely until and unless the
other shares of the client are merged.
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centralized peer-to-peer file sharing, where the individuals can be
INTRODUCTION shared the files one person at a time. If central point has some

Secured documents sharing is one of the most ongoing research  gajjyre entire network will be lost. After, all these proposals as a
trend over the years where various methodologies have been  mjjestone,? in late 1996 File Transfer Protocol Secure (FTPS) was

proposed with vigorous evolution in each methodology. File proposed which is protected by Secure Socket Layer (SSL). It
Transfer Protocol is the first thing that comes to mind when we talk comes with features of Data-in-motion encryption and client server

about file sharing that was proposed in 1979." It is built for both  5,thentication but the firewall issues still persists. Then in 2000s,
bulk and single file transfers but there lots of security issues raised decentralized file sharing system came into existence, all the
in FTP. Later in 1990s, file sharing is done by unstructured  connecting software considered as equal, therefore there is no
central point of failure.® Like this lot more methodologies came into
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based on the data that has to be stored in it ranging from 25 to 1852
alphanumeric characters.* Due to this advantage, QR codes are
playing a huge role for information exchange even today in all most
all sectors like in making payments, marketing, government sectors
etc.® Generally the version of the QR code is assigned automatically
as a part of algorithm based on the size of the data that has to be
stored.® Along with the version, one more parameter of the QR code
is Error correction level which will be one among L(Low),
M(Medium), H(High) which instructs the algorithm about amount
of data that has to be encrypted.

Principally, all the payment applications are using the QR codes
for fast retrieval of their payment information. QR code reduces the
effort of sharing the textual information manually. The pattern that
has been incorporated in the QR code for storing the data is
responsible for the fast retrieval of the data.” Another main
component in QR code is, the Error Correction Code word which
allows efficient retrieval of the data even when some portion of QR
code is damaged.

The second component of our mechanism is Visual Secret
Sharing and is a concept of sharing of images securely by dividing
the original image into shades. Individual shades are non-readable
until all the shades are decrypted using the counter process of the
same algorithm. The advantage of VVSS is that it is easier to recover
the secret image by stacking a specific amount of shares without
any cryptographic knowledge and computations. However, the
characteristics of pixel expansion and codebook (basic matrices)
design may be problematic in some situations.

MOTIVATION AND OUTLINE OF THE PAPER

Recently, several attempts have been made to secure the valuable
documents either on off-line or online using digital tools. In this
protocols security is based on one side, no one is secure in the extent
of the confidentiality and integrity of the documents. This kind of
mechanism is secure as long as the entities, who are managing this
system are ethical. This motivated us to design the methodology
that aims the document as dividing into shares among user and
admin using VSS on QR Code.

PRINCIPLE COMPONENTS OF THE ALGORITHM

QUICK RESPONSE CODE

QR Code is a machine-readable code consisting of an array of
black and white squares, typically for storing URLs or other
information for reading by the camera on a smartphone. QR code
generation is not as simple as a person can retrieve the information
from it. It involves a set of complex steps like Data Encoding, Error
Correction coding, Structuring Final Message, Module Placement
in Matrix, Data Masking, Format & Version Information. A QR
code will be generated after executing each and every step
mentioned above and has to be executed in the reverse order, so as
to get the stored information which happens in seconds.®

Each encoding mode for Data Encoding is designed to create the
shortest possible string of bits for the characters that are used in that
mode. Data encoding includes the steps like choosing the error
correction level, determining the smallest version of the data,
adding the mode indicator, adding the character count indicator,’
encode using the selected mode. Breaking string based on mode and
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then convert into binary bits, breaking up into 8-bit code words and
add pad bytes if necessary, determining the required number of bits
for this QR code, add a terminator of 0’s if necessary, if necessary
add 0’s to make the length multiple of 8 and add pad bytes if the
string is still too short.

Module placement in the matrix is the initial step to place the
data onto the QR code.? In brief, there will be two kinds of patterns
i.e.,, data present in a QR code named Function pattern and
Encoding Region. Components inside each pattern are represented
in figure 1. A function pattern is a non-data component of the QR
code that is required by the QR code detail specification, such as
the three finder patterns in the corners of the QR code matrix
whereas Encoding region is the data storage portion of the QR
code.t

Quiet Zone

Position Detection Patterns

Function Patterns

Separation for Position
Detection Patterns

Timining Patterns

Format Information

Alignment Pattarns

Encoding Region

Data and Error
Correction Codewords

Figure 1. Various Patterns in QR code

VISUAL SECRET SHARING (VSS)

In VSS, a binary image is encoded into n shares by using two
matrices i.e one for dark module say Vq and another for white
module say V.

1 - 0
Vga=1|: = i|nxn
0 -1
1 1 1
Vw= 0 0 0 nxn
0 0 0

da.

Figure 2. VSS Encoding with n,k = 2

Each pixel (p) in the image is fragmented into n sub pixels. If a
pixel p is white, a row will be selected randomly from the matrix
opposite to the white pixel i.e, from Vq. In contrast, if a p is black,
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a row will be selected randomly from the matrix opposite to the
black pixel i.e, from V,.'? Finally after encoding all the pixels, n
shared images will be constructed and transmitted to different
participants. In figure 2, a sample binary image ‘2(a)’ is encoded
with n,k =2 and results 2 shares 2(b) & 2(c) When these shares are
got superimposed, the original binary image is reconstructed very
easily as shown in figure 2 (d).

SYSTEM DESIGNED

System Design is a process that identifies input, outputs and
explains functions of the system. System design is the high level
strategy for solving a problem.

Architecture of current System

Architecture for Encryption using VSS is shown in the figure 3.

Input

Document Link, phote & Basic Information of the
user

Information

Basic

|

Combination D _ VerT  Generating Input
i user Unique
& user details e ] Eneryption & Decryption
¥ | using V&S
g‘ = Photo Information| ! i
Uy Key o be encrypted with Qr | + Shadowi
5 code (u_key) | |
= Embedding XOR ed| Share
Generating OR R phato on QR [ tmage | i
code for extracted = —— code | l +  Shadown

Details Code

Figure 3. Architecture of Encryption using VSS

In the above figure, it shows all the inputs and process of how
the system works. First, details and photo of the user are taken.
Then by using this information, they generate QR code along with
a system generated code which will be used as user’s unique ID.
This QR code is embedded with the photo of the user for ease of
identification and is embedded in a way that the QR code is
readable and doesn’t loss any information. Later, this QR code is
encrypted with a key which will be generated randomly and then
VSS encryption divides the ‘Encrypted Image’ into Shares which
will be distributed to both the user and Admin as per agreement.

Whenever the user consults the Admin, they will identify the
users with his/her Unique id and collects the user shares. Then all
the shares of the user collected from admin and user are given for
the decryption to get the original QR code. Before decryption, we
have to enter the key that has been generated earlier during
encryption. Then using this key and the shares, we get the original
QR code. Architecture for Decrypting shares to get QR code is
shown in the figure 4. In the figure 4 u_key should be same as the
key that has been generated earlier while encryption. Otherwise it
will generate a false QR code which is not readable. So, like this
we get the QR code of the user. This will prevent the user private
details from getting forged.

UML- Sequence Diagram

Sequence diagram is the most common kind of interaction
diagram, which focuses on the message interchange between a
number of lifelines. Sequence Diagram for QR code Generation and
VSS encryption is shown in figure 5.
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Input
Shares
Share 1 Share 2 Share 3 Share n
Input
QR code Encrypted withkey u_key
Decryption
User QR. code

Figure 4. Architecture for Decryption of shares into QR code

User System Admin

Initimiugﬁ Document Sharing
Request the details onheémn' along with photo |

[ | Details of the user sent/to the admin’s mail

Batch File

| Enter Password!

Folder Unlocked

{__QRcode Embedded with Photo |

Enter Key to be encrypted
Kevto be encrypted with QR | |
Generating Shares
Admin Shares i

UserShares

Lock Admin Folder |

Figure 5 Sequence Diagram for Encryption

User System Admin

User approaches Admin
Input the User shares whiich has been sent to mail D

_______________________________ UserShares

Enter Key to decrypt

( ,,,,,,,,,,, MatchKey

. Unlock Admin Folder | Ratoi file

: _Enter Password

Match password:

Folder Unlocked
—

Select shares from
Admin & User U

Unlock Results Folder! |
. Enter Password

Match password

; Folder Unlocked
: QR code embedded with f-ll ;

his/her photo

Figure 6. Sequence Diagram for Decryption
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Sequence diagram for Decryption of Shares into QR code is
shown in figure 6.
Input System

In this system, input is taken using GUI guide of MATIab which
is a user-friendly Ul to enter the inputs. To provide information,
dialog boxes are used which will give a pop up to display the
information to the user. Here the inputs are user details, user photo,
Folder unlock passwords, Key for decryption. User photo can be
taken using file system. Folder unlock passwords can be inputted in
command window and finally keys are given in the inputted dialog
boxes which pop ups for giving input.
Output Design

In this system outputs are shown in the axes handles, which will
display the output image in the form of X and Y - coordinates.
Output images are also stored in the file system for further usage.
But not all the outputted images are stored in the file system, some
images are just outputted to the user reference. The final decrypted
QR code image is both outputted in the form of axes and also stored
in a secured location of file system.

SYSTEM IMPLEMENTATION

Main Modules

(a) QR code Generation : QR code that will be generated for
every user can be implemented by following a sequence
of steps. Input the user details that have to be embedded
into the QR code. Fix the Error correction level to M that
has to be applied to the QR code. Fix the version of the
QR code to 6. The given input data is then first analyzed,
encoded, ECC words are generated and then placed into
the matrix along with specifying the format and version
information. By completing all the above phases, we will
get a QR code for the user.

(b) Embedding User Photo on QR code: To identify each
QR code of a user uniquely we will embed photo of the
user on the QR code by implementing some sequence of
steps. Choose the photo of the user and convert it into gray
image as it has to be compatible with gray image of QR
code. Resize the input image to the size of 250 x 250 and
crop the photo if needed. Now resize the cropped image
into the size of 50 x 50. Next, place the cropped image on
to the QR code according to X and Y co-ordinates. Fix the
starting point of embedding image at the coordinate (100,
100). This will be plotted the image onto the QR code
from the given coordinate.

(c) Encryption using VSS: To provide security to the user’s
QR code, we implement VSS encryption to generate
shares by following the sequence of steps. A key will be
generated with which the encryption should be done (In
this system we assume that every user should have unique
key). XOR is the very element of the image with the key
that has been generated to create a new encrypted image.
Now this encrypted image is subjected to VSS encryption
(4,4) by dividing it into 4 shares. Shares are generated by
modifying the pixels of encrypted image to RGB at the
specific positions. These shares are distributed equally to
both user and admin. So, original QR code can be
acquired by gathering all the 4 shares and then those will
be subjected for decryption.®®
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(d) Decryption using VSS: When the user approaches the
admin with the shares and then decryption can be done by
following the sequence of steps. Admin collects the shares
from the user and check the availability of the shares with
that user’s id. After gathering all the shares, they are
inputted for VSS decryption. Before decrypting the
shares; first, we have to enter the key that has been given
during encryption (which was assumed as User’s unique
key). Then the shares are decrypted by removing those
RGB pixels at the specific locations and merge them to
get the key encrypted QR code. Now the key encrypted
QR code and the key is inputted for decryption to get
original QR code. Decryption for getting original QR
code can be done by again performing XOR to encrypted
image and key. If the entered key is correct then the
original user QR code named with user ID is generated.
Naming the QR code with user id helps in identifying the
QR code easily for issuing it the user. By scanning the QR
code we can access the document.

(e) Folder Lock/Unlock: To prevent from intruders we lock
the admin, results folder and unlock them whenever
needed in program execution. When the program
completes its execution, we will lock the folders. We will
create a GUI to lock/unlock the results folder if needed by
the admin. Admin can unlock folders by entering
appropriate passwords. We can implement this locking
concept using batch files. These can be implemented by
following sequence of steps. Rename the folder to some
other name and modify its attributes, so that it is not
visible in file system. Restrict to undo the attributes of the
folder unless one can enter the password that matches the
password we specify in the code. If the password matches,
the attributes are restored to default and again rename the
folder to the default name. Like this, intruders are
restricted from accessing the folders.

EXPERIMENTAL RESULTS

When we run the project, we will get a GUI to input the details
of the User.
e Inthis step we will enter the details of the user along with link
of the document.

Enter user Details

Enter user's Name | Akram

Enter user's Email |akramsharieff.m2019@vitstuc

Link of the Document | https:/drive.google.com/file/d/ I

Submit

Figure 7: Submitting the user details
e When we submit the details, It will prompt to unlock the

Admin folder. Admin has to unlock the folder by entering
appropriate password to store the admin shares.
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e Then it will prompt to select the photo of the user that has to We will get a key encrypted QR code. This image is now
be embedded on to the QR code. divided into shares.

4 Figure 1 — O >
File Edit View Insert Tools Desktop Window Help ™
Ddde RSN EL- &0

QR code encrypted with the user generated key

bit infasmation

Fibe nar e || | AN e

Canc

Figure 8: Selecting user photo

e  After selecting the user’s photo, we can crop the photo if Figure 11: QR code Encrypted with given key

needed.
e Finally shares are generated and user shares are sent to the
user’s mail. Four shares are equally distributed to the admin
| <] Figure - and user and user shares are not stored in admin file system.
i File Edit View Insert Toocls Desktop Window Help
;.Y'j Sde | k|ARNVBDEL- S0 | o Generating Shares, Please wait...!
Original Grayscale Image Done
?: Sending Mail to the user.....
] f Mail sent to the user.....
100
150 E:\Studies\projects\ar vss_v.2.0>cls
200 EFollder Locked.
250 - - :
L Figure 12: Encryption completed and Folder locked
< Continue? —_ b
BN i o it o e Dt e e  User Shares send to mail from the admin mail address.
WY or dick Cancel to quit.
Cancel Your unique ID is 8755Z and your access key is 7915. This shares are
mandatory for your identification.
Figure 9: Cropping the user photo (If needed) 2 Attachments

e QR code is generated with the user photo embedded on it.
Next a key is generated which has to be encrypted with
QR code.

Reglon that you defined pasted onto original Figure 13: Mail to the user sent by the admin

e When user approaches the admin, the user shares has to be
received and stored in the admin file system where there will
be a empty folder named with the user ID.

50 100 150 200 250

. Figure 14: Empty user folder named with User ID
Figure 10: QR code generated
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e To decrypt, both user shares and admin shares are needed.
First, we will get a GUI to enter the user’s key, shares and then
to start Decryption.

o
_ A

Please Lock the Folder Bofors closingf! o |

Folder Locked:!

o
_ L o1 02 L 94 L 3% or b d L 3

Figure 15: Decryption GUI to enter key and start Decryption

e When we click start decryption, we will get a dialog box to
enter admin password.

®  After entering the password, admin folder get unlocked and
admin has to select the all the four Shares.

Command Window
5> decryptgui
DEnter the admin password
>> vitadmin
Folder Unlocked Successfully.

4 pickajpgfile X
T > OneDrive > Documents > qr_ves v o Search qr_vs ¥l

Organize v New folder = ™ @

htdocs # " Name g Status

Qr

Date modified T

admin ]

Screenshots Database

STREAM patient

tidp & decryptedoutput

& output

Z& OneDrive

Attachments

v < >
File name: h ~| | Cdpg, “bmp, "Aiff, *.ppm, *.pc ~

Figure 16: Selecting all the shares to Decrypt

o  We will get the key encrypted QR code by merging the all the
shares.
@ Figure 1 — [} x

EFile Edit View Insert Tools Desktop Window Help

- ” N D & g0

g de | | RSO EL- & 0
Merged k shares

Figure 17: QR code Encrypted with the key
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o Now, Admin has to enter the results folder password in order
to store the decrypted original QR code of the user.

Command Window
OEnter the password of results:

vitresults
Folder Unlocked Successfully.

4 Locker - x Ls

Enter the Results Password in the command Window

¥

Figure 18: Unlocking the Results folder

e  After unlocking the results folder, we get the decrypted
original QR code of the user.

Flease Lock the Folder Before closing!!

Folder Lecked!!

Figure 19: Original QR code with embedded user photo

e If admin has to retrieve the QR code, he/she can unlock the
results folder by clicking on Lock/unclock results button and

entering the password.

& decnpig -

Please Lock the Folder Before elosing!!

Folder Unlocked?!

Figure 20: Unlocking the Results folder manually
e  After unlocking the folder, there will be a image of QR code

named with the user’s id. We can use that QR code image to
issue the document shared by the user.
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v 4 B > ThisPC

New Volume (E) Studies > projects > grvss v.20 > results

M Database

B MLICOMP
W results

W SET_WIN

B Creative Cloud File

OneDrive

Figure 21: User QR code named with his/her ID for issuing

e  After accessing the user’s shared document, admin has to lock
the results folder again by clicking the Lock/Unlock results
button.

e iy

e

Framun Lok b Foider Datore ciosing!!

Fober Locked!!

Figure 22: Locking the results folder

e S0, like this the user’s document is accessed securely without
being forged by any intruder.

STRENGTH AND SECURITY

Security is the primary aspect for the document sharing. So, a
methodology should consider and resolve as many attacks or threats
as possible. Some of the security threats that can be resolved by this
methodology are:

(@) Phishing
(b) Main in the Middle Attack
(c) Brute Force

Phising

Phising is often used by intruders as it is easy to execute and can
get the results they need with less effort. It sends fake emails and
text messages about the information they need exactly like
authenticated companies or persons. Due to false anticipation one
can send the information to the intruders.'*

In this methodology phising is possible but doesn’t work out for
accessing the document. Because even the user sends the shares as
a reply to the fake email from the intruders as admin, they need
other half shares of admin which can’t be accessed until or unless
admin provides the password for the repository. Say somehow
admin shares are also with the intruder still they need u_id to access
the document for which the user is instructed not to share with
anyone even with admin.

Man in Middle Attack

In this attack intruder relays in between the communication
channel of two persons and acquires the information passes over
the network. This attack works out when there is complete
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information needed to the intruded is provided through the
communication channel. But according to the proposed
methodology only the half shares required to access the document
is sent to the user by the admin. Another half shares of admin are
not disclosed anywhere but stored and locked in a repository which
can be accessed only by the admin. So, even the intruder get the
shares and u_id of the user, he/she will not get the access to the
document.’®

Brute force

In this attack intruder tries all the possible combinations for
cracking a security system in order to get the required information.
As an example, logging in into other’s account by trying various
combinations of username and password until the intruder gets
access into it.1

For this methodology brute force attack is highly impossible
because intruder has to crack either shares of users and admin or
the QR code in which the document link is encoded. Brute forcing
each pixel of n shares (n = 4 in our case) is impossible because, lets
assume each share is of size 250 pixels with values 0 or 1 then the
required shares will be one among 223%™ combinations. Another
way is to crack the QR code. In this methodology QR code version
is fixed to 6 which produces

21+ (4 x(6—1)))" > 1681 sized
QR code. So, one among 2% combinations will be the
required QR code.

CONCLUSIONS

In this study, authors report a novel methodology of
authentication of digital documents using visual secret sharing on
QR Code. As per this mechanism, any document will be initially
divided into several shares and then distributed among user and
admin as per the legal agreement. This is not only will provide
authentication, but also it stands against security attacks. We
strongly believe that this will provide robust authentication of
digital documents and very much useful to handle practical
applications.
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